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PLACE A CHARACTER AT A DETERMINED POSITION
WITHIN AN ENCRYPTED STRING
602
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PLACE A RANDOM CHARACTER IN EACH REMAINING
POSITION WITHIN THE ENCRYPTED STRING
604
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DETERMINE THAT THE GENERATED RANDOM
CHARACTER IS THE SAME AS THE CHARACTER TO BE
ENCRYPTED
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Y

REPLACE THE RANDOM CHARACTER THAT IS THE
SAME AS THE CHARACTER TO BE ENCRYPTED WITH A
NEW RANDOM CHARACTER
608

&7

System and methods for encrypting data, such as plaintext or
binary data, on electronic devices are described. An elec-
tronic device can encrypt the data by receiving a string of
one or more characters associated with the data to be
encrypted, determining an entropy for an encrypted string,
determining a position for each character of the one or more
characters, generating an encrypted string for each character
using the determined entropy and position of the respective
character, and generating an encrypted message by concat-
enating the encrypted strings of the one or more characters
together. In some examples, the electronic device encrypts
the data using one or more pseudo-random number genera-
tors. In some examples, the electronic device can offset the
one or more characters before the encrypting and/or offset
characters in the encrypted strings after the encrypting. The
electronic device can then send the encrypted message to
another electronic device for decrypting.
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